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Foolproof fingerprints on ID cards? You just need chewy sweets to trick security 
experts. 
By Tim Shipman Deputy Political Editor. 
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A BAG of chewy sweets and a bit of ingenuity are all it will take for fraudsters to bypass David 
Blunkett's plans for a national ID card scheme, the Sunday Express can reveal. 

A Japanese scientist has found that it is child's play to manufacture fake fingers using melted 
down sweets. 

Dr Tsutomu Matsumoto took plastic moulds of his students' fingers, then filled the moulds with 
flavoured gelatine - the same sort used in making gummy bears. 

The finished gelatine finger tip was then slipped over someone else's finger to as$ume a false 
identity. 

In one experiment, Dr Matsumoto, a cryptographer from Yokohama University, was able to 
take fingerprints off a glass and make fingers out of gelatine - available in any grocery store -
good enough to fool 11 of the world's best fingerprint systems 80 per cent of the time. 

Last week Mr Blunkett outlined how a national "entitlement card" scheme could help combat 
benefit fraud, bank fraud, identity theft and illegal immigration. 

The Home Secretary said that biometric security checks like fingerprints and iris or facial 
recognition systems could be used to tighten security. 

But the work of Dr Matsumoto gives a green light to crooks, benefit cheats, illegal immigrants 
and even terrorists. 

Opposition spokesmen and campaigners who brand ID cards a real-life Big Brother said the 
findings mean the cards are impracticable as well as a threat to civil liberties. 

Dr Matsumoto's work reads like part of the script from the new Steven Spielberg film Minority 
Report, in which Tom Cruise's character uses a replacement eyeball to fool an eye recognition 
machine. 

Security expert Bruce Schneier said: "Gummy fingers can even fool sensors being watched by 
guards. Simply form the clear gelatine finger over your own. After it lets you in, eat the 
evidence. 

"Matsumoto is not a professional fake-finger scientist. He used $10 of ingredients you could 
buy and whipped up his gummy fingers in the equivalent of a home kitchen." 

Mr Blunkett's 146-page consultation paper outlined plans for the existing photocard driving 
licence and future passport cards to be adapted at a cost of £3billion. 
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But Tory Home Affairs spokesman Dominic Grieve said: "The possibility of fraud clearly would 
make a nonsense of ID cards and are another reason for treading cautiously." 

Richard Bingham, of Liberty, said: "It shows again the obvious fact that no system is so secure 
as to be unforgeable. A few years ago the French said they had a card that was unforgeable. It 
took just a few weeks for the underworld to come up with one." 

Karen Bartlett, director of Charter88, said: "A scheme that is potentially open to fraud is not 
worth the infringements of our privacy that introducing ID cards involves. 

"The Government says the card will combat fraud, but new types of fraud will develop as a 
consequence." 

Steven Smith, an expert in biometric technology, said it would be best to use fingerprints - but 
admitted that Dr Matsumoto's findings emphasise that "people would try to defeat an ID card". 

He added: "One would have to look at combining a number of different technologies." 

2. A good impression of the print is left behind in the plastic mould 

3. Liquid gelatine is poured into the plastic to form the finished mould 

4. The finished product is a thin mould, made out of gummy gelatine, that can be placed over 
anyone's finger tip so that they can forge the identity of the original subject. 
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