
technologies By_warren Webb, Technical Edilor 

Face recognition goes to war 
HOBBLED BY PRIVACY ISSUES BEFORE THE SEPTEMBER 11 ATTACKS, FACE-RECOGNITION 

TECHNOLOGY HAS SUDDENLY JUMPED TO THE FOREFRONT OF THE WAR ON TERRORISM. 
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THERE HAS BEEN A MAJOR CHANGE in attitudes about security 

technology since the terrorist attacks on the World Trade Cen

ter and the Pentagon. Invasive technologies that were once in the "Big 

Brother" category are now a small price to pay for the American way 

of life. Face recognition is one of these 
technologies with the potential to take 
away a criminal's favorite cover: hiding 
within a crowd of people. Armed with a 
database of photos, face-recognition sys
tems can constantly scan public areas to 
identify and notify authorities of want
ed criminals or terrorists. In addition to 
crime fighting, face-recognition technol
ogy can also find use in more mundane 
security applications, such as identifica
tion, access control, and authentication. 

Before the attacks, tace recognition was 
a controversial and obscure technology 
used mainly in casinos to identify 
cheaters and high rollers. In fact, privaq· 
advocates soundly criticized pilot pro
grams at the 2001 Super Bowl and on the 
streets of Tampa, FL, even though these 
systems identified a few wanted suspects. 
Borders bookstores suspended a trial 
plan to implement face-recognition soft
ware for loss prevention pending review 

of legal and human-rights issues. How
ever, atter the devastation of September 
II, airline passengers and government of
ficials are now ready to trade some civil 
liberties for tighter security. 

Face recognition is one of many bio
metric-identification techniques, along 
with fingerprint recognition, handwrit
ing analysis, iris or retina scans, voice
prints, and DNA analysis. All of these 
forms rely on human biological charac
teristics and require previous knowledge 
of the subject. Face recognition is unique 
in that a simple still photograph provides 
enough information for real-time com
parison with live candidates. Also, face
recognition systems do not require co
operative subjects, because strategically 
placed cameras can covertly scan every 
passerby. In many cases, especially with 
suspected terrorists, authorities do not 
have fingerprints or other biometric in
formation, but they do have pictures. 
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Therefore, face recognition becomes an 
important identification tool. Some face
recognition systems function even with 
an artist's composite sketch. 

ln addition to its nonintrusive and 
potentially covert features, face-recog
nition technology has several other ad
vantages for prospective adopters. Most 
systems use low-cost. easily installed 
cameras or closed-circuit TV infra
structures to minimize deployment out
lay. Unlike other biometric-identifica
tion methods, such as DNA analysis, face 
recognition and detection are nearly 
instantaneous, so results can be dis
played while the subject is still in the 
vicinity of the camera. Test or trial sys
tems are also easy to implement, requir
ing little more than a PC, a PC camera, 
and demonstration software from a face
recognition vendor. 

liGHTS, CAMERA, ACTION 

Although face-recognition software 
developers can demonstrate near-perfect 
results in controlled environments, de
tection rates fall off rapidly in real-world 
conditions. lnwnsistent lighting is one 
of the biggest problems with recognition 
systems, because variable shadows can 
mask facial characteristics. Variations in 
head orientation also produce degraded 
results as the captured imJ.ge deviates 
from the reference image. Orientation is 
especially important when you're trying 
to capture images without a subject's co
operation. Disguises, hats, sunglasses, 
and face-obscuring hairstyles affect all 
systems to some extent, although some 
vendors daim less sensitivity. And, of 
course, face-recognition ~ystems are 
worthless without reference images. Be
tore the terrorist attacks, the CIA's watch 
database contained photos of only two of 

the 19 hijackers. Therefore, even fully op
erational face-recognition systems at all 
US airports would not have prevented all 
of the terrorist attacks. 

Most face-recognition systems follow 
the same basic steps of enrollment, im
age capture, feature extraction, and tem
plate comparison for setup and opera
tion. First, the enrollment 

AT A GLANCE 

The eigenface method 
correlates vector repre
sentations of gray-scale 

images to identify 
faces (courtesy the 

Massachusetts Institute 
of Technology). 

process captures, compress
es, and stores an image or fa
cial features from an image 
in a comparison database. 
The exact methods of ex
tracting facial features varies 
among software vendors 
and products; however, in 
every case the aim is to re
duce the information to a 
small database template 
compatible with high-speed 
search algorithms. If you are 
conducting the enrollment 
process with a cooperating 
subject, you can optimize 
lighting and camera angles 
to emphasize facial features. 
Otherwise, you must extract 
data from stiJI photos or 
video footage. Of course, 
recognition-detection rates 
suffer with a less-than-opti
mal database template. 

!> Fa<e recogn~ion ~ a low-<Ost, nonmva· 
sive means of scanning public places for 
terrorists or crim1nal suspeas. 

With an enrollment tern-

!> Near·perfect in laboratory condrt1ons. 
face-recognmon accuracy degrades rapidly 
in real-world environmental conditions. 

t> Because of the September 11 terronst 
attacks. faoal·recognition privacy obtections 
have faded. 

!> All face-recognition systems reqwre a 
reference image to function; however. a 
still photograph or artist's sketch may 
suffice. 

t> Software vendors have applied multiple 
feature-extraction. vector-mathematics. and 
neural·network technology to improve 
recognibon accuracy. 

plate in place, a typical face-recognition 
system is ready to capture real-time im
ages. Most systems can operate using 
closed-circuit TV cameras with proper 
lighting and a restricted field of view. All 
systems require a minimum-pixel-sized 
image for comparison. Strategic camera 
placement, such as at security check
points or turnstiles, increase the odds of 
getting a useful image. Each vendor's sys-
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designfeature Face recognition 

tern has different requirements for 
minimum number of pixels, color 
or gray-scale image, and head ori
entation for successful detection.lt 
is a difficult task to identify a face 
against the background clutter in a 
typical video image, and each ven
dor offers proprietary algorithms 
to identify the eyes and then isolate 
the facial features. 

The real-time feature-ex
traction process duplicates the en
rollment algorithms to generate a 
small, template-sized representa
tion of the captured facial image as 

Security personnel secretly scanned thousands of faces at the 
1001 NFL Super Bowl using the Faceflndtr softwan system 
from Viisage Technology. 

slight variations to account for 
changes in expression, with a 
d<ttabase oi these relative dis
tances. Dark glasses, makeup, or 
facial hair do not preclude detec
tion, because local-feature-analy
sis vendors claim that their prod
ucts can identify a face with a few 
as 12 to 20 of the 80 landmarks. 
Local-feature-analysis systems 
can also accommodate head ori
entations that vary on either side 
of a direct frontal image. 

Facelt, a local-feature-analysis
recognition system from Visionics, 

the subject passes the camera. Face
recognition researchers and software 
vendors ha\'e devised several competing 
techniques, each with advantages and 
limitations, for extracting facial features 
and compressing the results. The pri
mary techniques for face recognition in
clude local- feature analysis, eigenfnce 
(German for one's "own face"), and neu
ral networks. Current off-the-shelf 
recognition products are based on one or 
a combination of these techniques. All 
systems concentrate on portions of the 
face that are unlikely to change, such as 
the eyes, cheekbones, and edges of the 
mouth and de-emphasize hairstyles, fa
cial hair, and eyewear. The key to each 
technology is to retain enough informa
tion to emure that the system discerns 
between potentially thousands of faces 
while minimizing the template size. 

MATCHING TEMPLATES 

The final step in face recognition is to 
scan the database and compare the cap
tured-image template. If you're using the 
system for identity verification, it simply 

compares the image with a single tem
plate to produce a "yes" or"no" response. 
However, if the primary purpose of the 
system is to determine a subject's iden
tification, it must compare the image 
with each template in the database. The 
system uses multiple frames of a video 
image to check for minor face move
ments to differentiate between a photo 
and a live subject. Search speed, which 
depends on the size of the database, 
promises to become a critical factor as 
localities adopt face-recognition tech
nology and combine data. Most vendors 
incorporate an adjustable threshold in 
database searches to display the most 
likely matches and leave the final selec
tion to a human operator. 

Local-feature analysis, the most intu
itive of the recognition schemes, records 
the relative locations of as many as 80 
prominent facial landmarks, such as 
eyes, eyebrows, mouth, tip of the nose, 
bridge of the nose, and cheekbones. In 
operation, the system compares facial 
features from a test subject, along with 

' . 

maps an individual's features into 
a 3.5-kb}1e full template and a smaller 84-
byte vector template. The smaller tem
plate globally searches an entire database 
for candidate matches, and the larger 
template then isolates the best mat..:h. Vi
sionics claims that its system is resistant 
to changes in lighting, skin tone, eye
glasses, facial expression, and hair, and it 
tolerates pose variations of 35° in all di
rections. Several law-enforcement agen
cies, including the New Jersey State Po
lice; the Arizona Department of Public 
Safety; and sheriff departments in Los 
Angeles, San Antonio, and Kent County, 
MI, are using Face It. One of the first air
port installations for face recognition at 
Keflavik, Iceland, also used the product. 
Visionics also offers FaceT tNT Eval to re
place desktop-login passwords with au
tomatic face tlnding and face recognition. 
The system stores images of people who 
have attempted access for later viewing. 

The eigenface-recognition method, 
developed at the Massachusetts Institute 
of Technology, uses a gray-scale image of 
the entire face instead of individual facial 
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features. The basic concept is to rep
resent each image as a vector, so that 
the system can mathematiolly com
pare faces. Because all faces have a 
similar structure (eyes. noses, 
mouths, and others), the sy,tem cor
relates the vectors representing them. 
The search algorithm looks for max
imum correlation to confirm a match. 
Although variations in lighting and 
head orientation reduce the accuracy 
of the eigenface approach, you can 
minimize the inaccuracies by captur
ing multiple po~cs oi the subject dur
ing enrollment. 

SUPER BOWL SCAN 

Viisage Technology has adapted MIT's 
eigenface method to develop a series of 
wmmercial face-recognition products, 
including the Face Finder sy~tem that au
thorities used at the 200 I NFL Super 
Bowl to scan thousands of faces (Figure 
I). Although the system i•.ientified 19 
people \\·ith outstanding \\arrants, au
thorities made no arrests. Vi[sage and Vi
sionics will.:ompetc in a test run to eval
uate t:tce-recognition perf()rtllance ill 

Boston's Logan International Airport. Vi
i~age also has products for physical-ac
cess control, point-of-sale identification, 
and image-database resear6. 

Software vendors have alw combined 

2 

Ficure 2 
The Trueface rec:ognition engine 
from eTrue allows developers to 

integrate neural-netwotll components into cus
tom identity-verifkation applications. 

The ID-2000 system from lmagis Technologies com
bines tace-ncopition software with database 
retrieval of detailed personnel records. 

neural-network techniques with local
feature analysis or eigenface methods to 
improve detection rates. Neural net
works require a training session to adjust 
internal comparison weights for optimal 
performance. The idea is that perform
ance will improve over time as success 
and failure data is fed back to the sy~tem. 
The TrueFace recognition engine from 
eTrue includes a series of neura1-m·twork 
components to customize identity-veri
fication applications (Figure 2). The 
TrueFacc engine is a C-callablc, 32-bit 
DLL for Microsoft Windows or a static 
librar}' for Sun Solaris. The engine sup
ports 36 popular image formats and 
compression schemes and includes a 

demonstration program, sample 
face images, example application
interface source code, and docu
mentation. 

Since 1993, the US Department of 
Defense has been involved in the de-

velopment and evaluation of facial
recognition systems to assist security, 
intelligence, and law-enforcement per
sonnel in the performance of their duties 
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(Reference I). Last year, the Defense 
Department sponsored the Facial 
Recognition Vendor Test to provide 
the counterdrug community and gov
ernment agencies with information to 
assist their efforts in determining 
where facial-recognition technology 
would best be used in the field. The 
tes"t was administered in May and June 
2000 and a~sesscd the capabilities of 
facial-recognition systems that were 
currently available for purchase on the 
US market. Although the tests were 
not designed to provide a buyers· 
guide to the best products, they did 
provide a standard method of evalu-

ating systems. 
Face recognition is dift1cult even for 

humans, because many of us look alike. 
Everyone has heard that they look like a 
relative or a celebrity. Similarly, we haw 
all had trouble identifying faces from an 
old class photo. Hundreds of people have 
enough similar features to fool or con
fuse today's face-recognition technology. 
In fact, reliability is the biggest problem 
with face-recognition systems, and vari
ables such as lighting, pose, expression, 
temporal variation, camera distance, and 
subject participation compound the 
problem. 

Even with perfect detection, a face
recognition system won't prevent crimes 
or terrorism, because it does not detect 
a subject's intent. Face recognition will 
never be a complete answer to crime 
or terrorism prevention (see sidebar 
uwhat's next? the ultimate biometric"). 
However, it may become an effective tool 
as techniques improve and when vendors 
combine it with other biometric-screen
ing techniques. As with any new tech
nology, it will take time for the public to 
adjust to and accept the changes. Air
ports had little securi
ty 20 years ago, yet 
everyone today ex

pects their carry-on 
items to be X-rayed 
and possibly searched. 
Likewise, face recogni
tion will become part 
of our future national
:>ecurity systems.CJ 
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