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Macro securities for microprocessors. 

(Cyrix Corp.'s new electronic security system) 
Bob Landino, Michael Webster 

Abstract: Cyrix Corp installed a new integrated electronic security 
system a few months after $400,000 worth of microprocessor chips were 
stolen from the company premises. The new system includes new access 
controls and closed-circuit televisions (CCTV). The access control 
system consists of a sally port at the truck delivery entrance, turnstiles at 
employee entrances and a two-door access control system at the staging 
areas of the loading dock. The CCTV system consists of 55 cameras that 
cover the whole facility. 

Full Text: COPYRIGHT 1998 American Society for Industrial Security 
After microchips worth $400,000 were stolen in a robbery. Cyrix put in a 
security system that chipped away at its vulnerabilities. 

In December 1994, an employee on the graveyard shift at the Richardson, 
Texas, headquarters of Cyrix Corporation was outside the building on a 
cigarette break when he was accosted by seven masked criminals with 
assault rifles. The assailants took the employee's access badge and 
entered the facility, bringing the employee with them. While talking on 
cellular phones to someone who was directing their actions, the armed 
criminals escorted the employee to a controlled door and held a gun to his 
head until another worker granted them access to the main area of the 
facility. The gang then blindfolded and tied up the four employees on 
duty, collected about $400,000 worth of microprocessor chips, and left 
the building the same way they had come in. Though several of the 
thieves (one a temporary employee who provided insider information) 
were later brought to justice, the incident woke Cyrix up to the need for 
better security. 

Cyrix corporation, a subsidiary of National Semiconductor Inc. of Santa 
Clara, California, is a manufacturer of microprocessor chips for personal 
computers. The Richardson facility - one of four worldwide - employs a 
staff of 400 people and is composed of two two-story buildings in a 
corporate campus enclosed by an iron fence. One building houses the 
administrative and research and development offices, and the other is a 
manufacturing plant, where the company makes up to 15 million chips 
each year. 

Before the robbery, Cyrix had relied on an aging and obsolete access 
control and surveillance system to protect these facilities. In the months 
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that followed the robbery, the computer chip manufacturer began 
upgrading its electronic security. By 1996, it had installed a fully 
integrated $500,000-plus system, including access controls and CCTV. 

ACCESS CONTROL 

The access control system is composed of turnstiles at employee 
entrances, a sally port for delivery trucks, and a two-door access control 
system at the delivery areas. Employees must park their vehicles in the 
lot outside the fence line and enter the buildings on foot through a 
turnstile using their photo ID proximity cards. Selected interior doors are 
also locked and require a card to access. 

The access control system is run by ACCESS 5.0, a software package 
developed by Interactive Technologies, Inc., of North St. Paul, 
Minnesota. The program was chosen because it was able to integrate all 
ofthe advanced systems used in this installation. 

The software resides on a central PC at the security console. From there, 
the security director created card groups that defined where and when 
individual employees could have access to the buildings. For example, 
supervisors might be assigned to one group and issued cards that allowed 
them to enter any building at any time. Other employees might be limited 
to the administrative and R&D building between 9 a.m. and 5:30p.m. 
Monday through Friday. 

Security programmed the system to define more than 1,600 events as 
alarm conditions. These events include doors that have been propped 
open for more than twenty seconds or doors that have been forced open. 
The system will also trigger an alarm if an employee attempts to access a 
building with an ID card that has expired or if someone tapes back a 
door's latch to prevent it from locking. 

Each alarm condition has been programmed to trigger a specific set of 
events. In all cases, an alarm condition is transmitted to the central 
console via the company's fiber optic network and flashes on the 
operator's main computer screen, telling him or her what type of alarm 
has occurred and the location of that alarm. At the same time, the access 
control software signals surveillance cameras to begin transmitting and 
recording images from the scene. In addition, the system can be 
programmed so that alarms automatically page security personnel or 
telephone a prerecorded message to emergency personnel. 

Turnstiles. The primary employee entrances (three in the administrative 
building and one in the manufacturing facility) are protected by full
length turnstiles manufactured by Alvarado Manufacturing Company of 
Chino, California. The turnstiles and access control system have an 
antipassback feature that prevents more than one from entering the 
facility with the same card. An employee uses his or her card to release 
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the turnstile's locking mechanism, which relocks immediately after the 
employee has entered the building. The access control system then "times 
out" the card so that it cannot be passed back to another person and 
reused to enter the facility. 

Turnstiles are locked in an emergency situation like a fire to avoid 
injuries. A double glass door with a panic bar is next to each turnstile. 
The glass doors are normally locked. If someone pushes the panic bar, an 
alarm sounds and a video camera immediately begins taping the door 
location. A fifteen-second countdown occurs before the door opens, 
giving security time to respond to the incident. 

Readers and cards. About 100 proximity card readers manufactured by 
Irvine, California-based HID Corporation are used throughout the 
facility. Proximity technology was chosen because it was deemed more 
convenient for employees carrying bundles or crates. At sensitive 
locations, the card readers contain a keypad. Employees must use both 
card and personal identification number (PIN) to access these areas. If an 
unauthorized person steals a badge, he or she won't be able to enter 
without the PIN. Three incorrect attempts to enter the code trigger an 
alarm that activates a video camera and is investigated by security. 

Employee ID cards are created with the access control system's video 
imaging capability. They include the company logo, employment 
information, bar code, and the employee's photograph. Each card is coded 
to include the employee's access privileges. The bar code is used for time 
and attendance tracking through an independent data processing system. 
Employee photographs are taken with a standard video camera and 
printed directly onto the access cards. The badging system prevents 
temporary workers from gaining access after their job terms end, because 
access privileges are automatically deleted from the system at the end of 
their terms. 

Distributed database. The system operates with a distributed database. 
Individual control panels- called access program managers, or APMs
are wired to the card readers. Each APM controls one or two doors and is 
wired directly to the central PC at the console. There are about fifty 
panels divided between the two buildings, with all APMs located in a 
secure equipment closet in each building. If the host computer is off-line 
or fails, the individual access control units still function. The APM will 
maintain a history of all card transactions during this time and upload that 
information onto the host computer's hard drive when the PC comes back 
on line. 

The APMs, which were made by Interactive Technologies, Inc., ofNorth 
St. Paul, Minnesota, are equipped with individual microprocessors, 
memory capabilities, clocks, and batteries, and provide regular status 
reports to the host computer. If an APM fails, only the one or two 
entryways that it controls are inaccessible. 
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Sally port. A bidirectional sally port is located at the entrance to Cyrix's 
shipping and receiving area. It has two lanes and measures seventy-five 
feet long and forty feet wide. A chain link fence cordons off the 
surrounding area so that vehicle access is restricted to the sally port 
alone. 

Two motorized sliding gates driven by high-speed electrohydraulic gate 
operators are installed at each end of the sally port. The entrance lane is 
equipped with two proximity card readers and an intercom on a pedestal. 
One of the card readers is located on a higher pedestal to accommodate 
larger trucks. 

When a vehicle arrives, the driver either uses his or her proximity card (if 
a Cyrix employee) or rings the intercom that connects to the security 
console. The officer on duty visually inspects the vehicle through the 
CCTV system and confirms that the vehicle is scheduled for a pickup or 
delivery. The officer opens the outer gate, allowing the vehicle to proceed 
only to the inner gate. When the vehicle is clear of the first opening, the 
gate behind closes, confining the vehicle within the sally port. Once the 
gate closes properly, the interlock mechanism opens the gate in front of 
the vehicle, allowing it to proceed out of the sally port to the loading 
dock. This system is designed to prevent another vehicle from either 
tailgating or rushing into the facility while the front gate is open. The 
system works exactly the same on egress except that control loops are 
used; no activation is required from the security console. 

Trucks that access the facility typically range from small pickup vehicles 
to a sixty-foot-long semitrailer. Delivery trucks that are too long to fit 
between the gates must make arrangements before arriving at the plant. 
However, there are few trucks that are this large. 

The access control system is programmed to shut down the sally port and 
notify security under several situations. For example, if a second vehicle 
attempts to follow the authorized vehicle through the gate, the control 
loops located at the sally port sense multiple vehicle entry. (The control 
loops are located underground and have sensors that can detect the break 
between the first and second vehicle. These sensors are connected to the 
access control system via the APM panels.) The gate closes behind the 
two vehicles, and both of them remain locked inside the sally port. A 
CCTV camera and VCR are activated to record the vehicles, and security 
is notified with an alarm on the console's PC. 

An alarm will also sound and notify security if a second vehicle attempts 
to tailgate but cannot fit inside the sally port because the first vehicle 
takes up most of the space. In this situation, the tailgating vehicle will 
block the perimeter gate of the sally port and prevent it from closing. The 
inner gate will remain locked under these circumstances and the CCTV 
system will begin recording the incident. 

Other situations that shut down the system and trigger an alarm include: a 
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vehicle remaining within the sally port after it is admitted; a vehicle 
attempting to enter the sally port through the opposite side of the gate
for example, a vehicle trying to enter the facility in the sally port's exit 
lane; a vehicle attempting to change lanes inside the sally port; and a 
vehicle backing away from the entry after it has been admitted and the 
gate begins to open. 

Loading dock. A two-door access control system (much like the vehicle 
sally port) has been installed to control access into the warehouse from 
the loading dock during pickups and deliveries. The loading dock has two 
staging areas from which product is either delivered or picked up. (One is 
for shipping, the other receiving.) Two roll-up doors have been installed 
on either side of each staging area. The inner door leads from the staging 
area into the warehouse, while the outer door leads from the staging area 
to the outside loading dock. The doors are configured so that both of 
them cannot be open at the same time. 

Prior to a pickup, company personnel move the designated product from 
the warehouse into the staging area, closing the inner door when the job 
is done. This procedure secures the product between the two locked doors 
until the pickup truck arrives. 

When the pickup vehicle is admitted through the sally port, it proceeds to 
the shipping and receiving dock. The driver exits the vehicle and rings an 
intercom at the personnel door. The warehouse operators have mini
consoles that include video switchers and monitors, intercom handsets, 
and a door control box. 

After checking out the driver with surveillance cameras and ensuring that 
he or she has paperwork to make the pickup, the warehouse operator 
pushes a switch to open the personnel door and admit the driver into an 
access-controlled lobby. The driver enters and passes his or her 
paperwork through a bullet-resistant glass window to the attendant. If 
everything still checks out, the warehouse operator pushes a button and 
opens the outer roll-up door so that the driver can enter the staging area 
and pick up the shipment. The roll-up door leading to the plant remains 
locked and is configured so that it cannot be opened until the roll-up door 
leading outside is closed. A similar process is followed when a driver is 
making a delivery to the facility. 

CCTVSYSTEM 

The CCTV system is composed of fifty-five cameras located strategically 
throughout the site in an attempt to provide 100 percent coverage. There 
are three types of cameras: fixed color models, exterior pan-tilt-zoom 
models with 180- to 360-degree views, and interior dome cameras that 
are motorized to provide coverage in all directions in enclosed areas of 
the facility. 

Page 5 of7 

http:/ /galenet.galegroup.com/servlet/BCRC?c= 16&ste=31 &as2=defeat*+or+deceiv*+or+dec... 5/21/03 



•Business & Company Resource Center -- News/Magazine Article Page 

All exterior cameras are black and white because they respond better to 
changing light levels and conditions than do color cameras. The 
motorized dome cameras are used mostly in the warehouse and lobby 
areas, while fixed cameras keep an electronic eye on long narrow 
corridors or office areas. 

The pan-tilt-zoom cameras are programmed to focus on preassigned areas 
as part of their normal, general observation tour. For example, the 
pantiltzoom unit assigned to the rear of the building is programmed to 
cover the sally port, then move to view an employee entrance and exit 
turnstile after a few seconds, and then move to view the employee 
parking lot in various segments. This program cycle can be modified at 
anytime. 

The cameras, which were purchased from Vicon Industries of Melville, 
New York, transmit images to twelve monitors located at the security 
console. Some monitors sequence through many CCTV s so that officers 
can see images from several cameras, while others are assigned to only 
one camera. 

The cameras are configured through the access control software to 
respond automatically to certain preset alarm conditions, with immediate 
activation of the videocassette recorders assigned to that camera. This 
integration was achieved in two ways. Some cameras are wired directly 
to the APMs and communicate with the access control system through 
these panels. Other cameras are connected to a matrix switcher that 
communicates with access control through a graphical user interface. 
When an alarm occurs, the camera focuses on the area, and its images are 
transmitted to an alarm monitor. A VCR is then triggered to begin 
recording the event. 

With the new system in place, the security team hopes that it will be more 
difficult for criminals to successfully complete another armed robbery 
attempt such as the one that occurred in 1994. For example, the 
antipassback feature of the access card will prevent more than one person 
from entering the facility using just one ID card, as was done in that case. 
The sally port and mantrap systems will prevent someone from rushing 
the facility and gaining access while the front gates are open. 

In addition, security hopes that the CCTV system will act as a deterrent. 
If not, it will at least record everything that happens, and these pictures 
will be used in an investigation or as evidence if the perpetrators are 
caught. 

Cyrix management is continuing to upgrade its security systems in 
response to the unprecedented upsurge in crime directed at electronic 
component manufacturers and distributors. The company plans to expand 
the security system to cover several of its remote sites in Denver and 
Boston. These additional facilities will be equipped with network access 
control systems that, as well as being locally configured and monitored, 
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can be programmed and monitored from the central location in 
Richardson, which will be accomplished by a modem connection using a 
new version of the access control system software. 

The company knows that no security is foolproof. But the new measures 
should help convince would-be thieves that targeting such well-protected 
microprocessor chips would be more than a bit foolhardy. 

Bob Landino is a licensed security consultant with Southwest Security 
Consultants International in Dallas. Michael Webster, CPP, is the director 
of security at Cyrix Corporation, Richardson, Texas. He is a member of 
ASIS. 
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