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WHETHER IT IS FOR A DRIVE-BY SHOOTING or a deadly car bomb, motor 
vehicles are being used more than ever in criminal attacks. As a result, 
government agencies and businesses are erecting vehicle barriers around 
their buildings to control the traffic flow into their facilities while also de
terring and, if necessary, stopping vehicles from penetrating the perimeter. 

Before purchasing a vehicle barrier, the security manager must understand 
the threat and the techniques an individual or group would most likely use 
against the facility. In addition, the security manager should be familiar with 
the different types of barriers available on the market, including the vehicles 
they will stop and the image they will portray to the public. ~ 
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Threat assessment. If a company 
is considering whether its facility 
should enhance security with vehicle 
barriers, the security professional 
should conduct a site-specific threat 
assessment of the building. 

The process should begin with an 
analysis of the company's potential 
exposure because of its physical loca
tion or its association with other 
groups. For example, security person
nel should look at the company's 
neighbors and any tenants who rent 
space in the facility-each of which 
could be potential targets from a par
ticular group. The security manager 
should contact local law enforcement 
to determine whether any threats have 
been made against other businesses in 
the area. In addition, local police can 
educate the company about local 
groups that have a history of targeting 
specific businesses or industries. 

Once any specific group has been 
identified as a potential threat to the 
company, the security manager should 
determine what attack methods the 
group or similar groups may have 
used in the past. The company should 

also identify specific vulnerabilities to 
its building. For example, a company 
housed in a building located at the end 
of a long, straight road would be vul
nerable to a high-speed vehicle attack. 
A building that backs up against a 
dark alley would be vulnerable to a 
parked car bomb. 

When completed, the assessment 
should help the security manager de
velop a plan that outlines the type of 
barriers needed and where those barri
ers should be located. The threat as
sessment will also help the security 
manager estimate the likely size and 
weight of an attack vehicle and the 
maximum speed that vehicle could 
achieve on the streets leading to the 
building. This information is critical 
when choosing vehicle barriers. 

Ratings. Vehicle barriers are as
signed government-certified ratings 
based on the level of protection they 
provide a facility. The rating, which 
is generally given after a barrier un
dergoes a crash test, will tell the secu
rity manager the size and speed of a 
vehicle the barrier can stop. For ex
ample, one barrier might be certified 

to stop a 15.000-pound truck travel
ing at fifty miles per hour (mph), 
while another barrier is certified to 
stop a 10,000-pound truck traveling at 
forty mph. 

The ratings can be confusing, how
ever, because no single universally 
recognized rating system is used 
throughout the barrier industry. In
stead, the industry relies on several 
different rating systems that have been 
developed over the years by various 
government agencies. The State De
partment, for example, has developed 
one rating system for vehicle bar
riers while the Nuclear Regulatory 
Commission has developed another. 

Each agency's rating system is 
based on a barrier's ability to stop a 
certain size vehicle. For example, one 
agency tests barriers against 15,000-
pound trucks traveling at thirty, forty, 
and fifty miles per hour. The barrier is 
considered to have stopped the vehicle 
if it only allows the truck to penetrate 
three feet or less beyond the barrier. 
Another agency tests barriers against 
l 0,000-pound trucks traveling at fif
teen and fifty miles per hour. The se-
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curity manager should ask to see the ve
hicle barrier crash certification, which 
should list the model of the barrier, the 
weight and speed of the vehicle it 
stopped, and the federal agency that su
pervised the test. 

Crash tests. Most government rating 
systems require the barrier to undergo a 
crash test conducted by an independent, 
government-certified engineering firm. 
The barrier's manufacturer is usually 
responsible for paying for the test, 
which must be witnessed by a repre
sentative of the federal agency rating 
the barrier. 

Some agencies do not always require 
a crash test, instead using mathematical 
formulas to calculate a barrier's stop
ping capability. Although these formu
las are fairly accurate, a company can
not know for sure how much force a 
barrier will withstand unless it has been 
crash tested. 

Design. In addition to determining 
the most appropriate barrier rating for 
the threat scenario, the security man
ager must choose the best barrier de
sign for the facility. Many options exist 
within two broad categories: passive, 
immobile barriers, such as bollards, and 
active barriers that move either manu
ally or automatically. 

Passive barriers. Passive barriers 
offer the greatest variety of styles. The 
most commonly recognized fixed barri
ers are decorative perimeter bollards 
and concrete planters. Effective vehicle 
barriers can be formed by earth berms 
or large boulders. Large trees (which 
are not rated) and specially engineered 
and anchored park-type benches can 
also serve as barriers. Special hardened 
perimeter fencing and fence cabling 
systems are available to help resist ve
hicle penetration as well. 

Each one of these barriers comes in 
different sizes to stop different size ve
hicles traveling at various speeds. The 
style chosen-whether it is a fence, bol
lards, or planters-usually has more to 
do with aesthetics than other criteria. 
For example, a company headquarters 
located in a busy downtown building 
may choose reinforced benches or 
planters, which offer a more attractive 
alternative than concrete bollards. A 
company that wants to display a strong 
security image may opt instead for the 
bollards. Fences, which are often seen 
as unattractive, are appropriate when a 
company is trying to limit pedestrian 
access to a facility as well as vehicle 
access. 

In an emergency that requires tern-

porary or immediate installation of bar
riers on short notice, the security man
ager can contact local highway contrac
tors and have them erect ordinary 
concrete highway barriers. These barri
cades are not rated on their stopping ca
pability because they are not manufac
tured as a security device. However, 
they can be effective in an emergency, 
especially if they are interlocked to
gether and firmly bolted to the ground 
when installed. 

In an extreme emergency, when the 
company doesn't have barriers, it can 

ThE 

use heavy vehicles such as trucks, 
buses, bulldozers, and forklifts to block 
critical areas. Heavy vehicles, although 
not rated, can stop a 15,000-pound 
truck at 50 mph-providing strong se
curity in a pinch. 

Active barriers. Active barriers are 
used at entrances and include gates, 
barrier arms, and pop-up type systems. 
Pop-up systems include bollards, rotat
ing wedges, spikes, and other devices 
that are set underground and, when ac
tivated, spring up to block a vehicle. 
Pop-up barrier styles can address secu-
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rity while meeting aesthetic considera
tions because they can be set out of 
sight when not in use. 

More sophisticated systems involve 
two sets of barriers that secure a vehicle 
in a sally port. These systems are used 
for high-security operations, such as at 
a U.S. embassy. In this type of configu
ration, one barrier is on the outside of 
the perimeter and the other is on the in
side. A vehicle passes through the outer 
gate, which closes and locks. The vehi
cle, now sandwiched between the two 
barriers, is searched by security. When 
the vehicle has been cleared, the sec
ond gate opens. allowing the vehicle to 
move into the facility parking lot. 

When choosing gates, pop-up de
vices, and barrier arms, the security 
manager should also consider the speed 
of the active barrier. High-security 
gates and barrier anns move slowly and 
can delay traffic during morning and af
ternoon rush hours. For example, a bar
rier arm designed to stop large vehicles 
at high speeds takes about ten seconds 
to rise and drop. Heavy-duty sliding 
gates take about twelve seconds to 
move twelve feet. By contrast, pop-up 
devices take only one to three seconds 

to either rise from or drop into the 
ground. 

Most barriers are available as either 
an automatic moving system or manu
ally operated. Automatic systems arc 
power-activated by access control 
cards, vehicle tags, remote pendants, 
programmable timers, and other de
vices. Manual systems require a secu
rity officer to either open the barrier by 
hand or use another device such as a 
manual lever. 

With automatic systems, the security 
manager should place the operator or 
power unit in close proximity to the 
barrier device. If it is a gate system, the 
power unit will have to be mounted in
tegral with the gate. In a barrier arm in
stallation, the power unit is either inte
gral with the device or mounted 
remotely. 

Most pop-up barriers have remote 
power units. These power units should 
be located within twenty-five feet of the 
barrier device to help avoid the require
ment for a more specialized connection. 
Remote power units should be placed 
above ground on a concrete pad. Out
side mounting of the power unit re
quires the addition of an environmental 

enclosure to protect the unit from 
weather and vandalism. In addition. 
when installing the controls, the secu
rity manager should ensure that the per
son operating the barrier functions will 
have a clear and unobstructed view of 
the barriers and the traffic lane. 

Acceaeorlea. The security manager 
should also consider using safety ac
cessories to control the traffic flow 
through an active barrier and to protect 
pedestrians. Safety options include traf
fic signals, informational signs, special 
roadway painting schemes, reflective 
paint, tape stripping, barrier mounted 
warning lights, barrier auxiliary light
ing, and speed bumps. In addition, a ve
hicle safety loop sensor can be used to 
monitor traffic flow and prevent an ac
tive barrier from moving while a vehi
cle is passing through the barrier zone. 
This prevents a pop-up barrier, for ex
ample, from emerging from its under
ground post while a car is driving over 
the barrier. Photoelectric and mi
crowave sensors are similar devices; 
both can be used to protect pedestrians 
as well as vehicles. These accessories 
are only options; they do not automati
cally come with active barriers. 
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In addition to safety options, envi
ronmental equipment should also be 
used. For example, heaters should be 
added to keep barriers functioning 
properly in cold weather. 

When purchasing barrier systems, 
the security manager should try to pur
chase all of the equipment from one 
source to help ensure that the compo
nents selected work together and have 
been chosen based on compatibility. 
The security professional should re
quire product specifications and tech
nical drawings. 

As with any purchase. it is important 
to look for suppliers who have a good 
reputation and can offer product war
ranty and service. 

Installation. Before making a final 
product decision, the security director 
along with a qualified contractor or po
tential supplier should analyze the in
stallation location. This decision must 
involve consideration of many factors 
such as how deep the company can ex
cavate, how high the water table is, 
what is needed for adequate drainage, 
and other site specific details. This is 
particularly important for pop-up barri
ers, which will be set underground and 
could have problems if water does not 
drain away from the device properly. 

Most manufacturers today set up 
their equipment to be somewhat modu
lar so that little field assembly is re
quired and the task of installation can 
be handled by most general contractors. 
Some manufacturers may be willing to 
assist in the installation of the equip
ment where needed. Additionally, 
many security equipment dealers have 
installation and service capabilities. 

use. After installing and testing the 
equipment, the security manager should 
tell all employees why the barriers were 
installed and how they are to be used. 
Barriers will often require a change in 
security policies and procedures since 
they affect vehicular traffic. New proce
dures should be distributed in writing so 
that there is never any confusion. 

The proper operating sequence for the 
greatest security benefit and safest oper
ation for active barriers is to leave the 
barriers in the blocking position. Only 
after a vehicle and its occupants have 
been approved should the security bar
rier be opened to allow passage. After 
the vehicle clears the device, the barrier 
should be raised again to guard against 
unauthorized intruders. 

Training. Training of operating per
sonnel is strongly recommended. In ad
dition to general training of these em-

ployees, at least two key people should 
be trained in all aspects of the system so 
that if something irregular or unusual oc
curs. the company has personnel that can 
help. For instance, the company may 
have a major power outage and might 
require that the barriers be operated 
manually during this situation. 

With new systems. the company 
should require the installation group to 
provide the basic operational training. If 
the company requires expanded system 
training, the facility security manager 

should contact the product manufacturer 
for assistance. 

As building and perimeter security is 
given higher priority at corporate facili
ties, more security managers may face 
the barrier selection issue. Through 
proper planning, the company can 
achieve the level of security that is right 
for its site. • 

Tim True is president of True Barrier 
Systems, Dulles, Virginia. He is a mem
berofASIS. 
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