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Alarm design that rings true: in designing alarm systems, consultants and end users often forget to 
consider the basics--such as how the system can be defeated. (Intrusion Detection). 
Jeffrey D. Zwirn 
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Alarm systems are often installed using a cookie-cutter design that fails to address the company's real needs 
and threats, which can result in disappointment down the road, increased liability, and ultimately, loss of property. 
With security awareness and an understanding of alarm system design and installation pitfalls, however, 
consultants can help end users go a long way toward creating an alarm system that works as intended. 

ONE KEY IS TO UNDERSTAND the system's components and how they can be defeated; it is also important to 
know for the intended site the most common types of attacks by intruders. Once the system is installed, regular 
testing and maintenance are needed to ensure that the system continues to meet expectations. 

Components. The main components of an alarm system are the control panel, detection devices, and the 
annunciator. Each is vulnerable to criminal attack or circumvention attempts. 

Control panel. The brains of any intrusion-detection system is the control panel. Control panels monitor the 
protective-loop circuits of the system and generate an alarm condition when a sensor is triggered or some other 
programmed event takes place, such as if a wire is cut. In short, they control the system's detection, 
communication, and annunciation capabilities. 

It is critical for a consultant to specify a panel that can expand as the needs of the client change. Hybrid systems 
are recommended; the combination of hard-wired and wireless devices can be configured to complement each 
other, based on current and future needs and objectives. 

All control panel equipment should be UL listed for its intended purpose. A burglar alarm control panel that is UL 
listed for household use only, for example, should not be used in a commercial application. 

The control panel circuit board and the cabinet in which it is contained should also he protected with tamper 
switches and perhaps a shock sensor. The panel should be connected to a 24-hour zone of the system so that 
any attempt to open its housing (which would reveal the main central processing unit, backup power supply, and 
final system-wiring terminations) would be exposed. 

All openings in the control panel should be sealed to keep water out. Moreover, system backup power 
requirements should be designed to meet extended failures, which would affect system operation if not addressed 
and configured during the design phase of the project. 

Detection devices. The two main types of detection devices are motion detectors and primary perimeter intrusion 
detectors. The former are typically used indoors; the latter are used outdoors and on the perimeter of facilities. 

Motion detection. Motion detectors sense intruder movement in a protected zone or area, predominately 
employing passive-infrared, dual~technology, microwave, and ultrasonic detection. But they are vulnerable to 
attack and circumvention, particularly passive-infrared sensors, which work by detecting a rapid change in 
radiation levels in the coverage area. Simply blocking the pattern of the detector, say with a box or tape, may 
blind the sensor to movement. 

Some sensors include a feature that enables them to detect when a unit is blocked (called anti-masking 
technology) and to transmit that information to a central station. But installers often fail to enable this feature, 
because they fear false alarms or they do not recognize this feature's critical role in alarm system performance. 

Organizations should specify sensors with anti-masking technology. Sensors can also be programmed to check 

http://ptg.djnr.com/ccroot/asp/publib/story _clean_cpy.asp?articles=SM0311300032'BUSG... 5/20/2003 



Dow Jones Interactive Page 2 of6 

for certain activity in a specified period of time. If the activity is not detected--as when a box interferes with the 
sensor's ability to detect movement--security will be notified for corrective action. 

Another way to solve this problem, depending on the application, is to mount motion detectors on the ceiling. It is 
unlikely that a ceiling-mounted motion detector will be blocked, except perhaps by a hanging sculpture in a 
museum or by boxes stacked very high in a warehouse. Plus, the bird's-eye placement provides a broader 
sensing range for the detector. Another advantage is that such motion detectors are much more difficult for 
intruders to reach. 

Before deciding where and how to place the sensors, however, the person in charge must read the 
manufacturer's requirements. Designers, consultants, and installers often ignore or deviate from the 
manufacturer's requirements and specifications for mounting height, which can make the device ineffective. 
Mounting a motion detector too low, for example, could significantly reduce its sensing range. Also, ceiling
mounted sensors might not be the right approach if wiring is problematic and wireless technology is not desired. 

Another approach to the blockage problem is to complement overt detectors with covert detectors, such as 
microwave sensors that can be concealed behind interior walls or above ceilings. Of course, the specific 
application would dictate the optimal setup to maximize detection while minimizing false alarms and costs. 

Tamper switches are also commonly used to protect motion detectors from being tampered with or disabled. They 
are built-in to most UL-Iisted motion detection devices. 

The tamper switch should be on even when the detector is off, because that is when a criminal is most likely to try 
to disable it. If the system is not designed in a way that makes it possible for the tamper switch to be on when the 
detector is off--that is, if the alarm zone the tamper switches are wired to is not always active--then tamper 
switches are useless. 

The solution is to place tamper switches on their own 24-hour zone, separate from the burglary protective-loop 
contacts. This approach requires that tamper switches and motion-detector burglary protective circuit outputs be 
on separate circuits that are defined independently. 

To illustrate, during working hours on a specific zone in a facility with customary foot traffic, sensors would be 
operational, but the alarm system would not be armed. Tamper switches, tied in to a different zone than the 
burglary portion of the protective loop circuit, would be on a 24-hour zone. Thus, any attempt to open the cover of 
the detection device would trigger an instant alarm or supervisory signal at the keypad. At the same time, it would 
send an alarm or supervisory message to the central station, even while the burglar alarm was disarmed. Of 
course, using separate circuits normally requires additional conductor wiring, and even though these costs are 
minimal, the incremental cost and the extra installation burden often discourage alarm companies from creating 
the proper system configuration for tamper switches. 

Primary intrusion detection. Primary intrusion detectors indicate when someone has entered a door or has 
opened or broken a window, roof hatch, or other perimeter access point. (For the purposes of this article, intrusion 
detection will refer to building entry points only, though, of course, exterior perimeter protection is also important 
for security.) 

All points of entry require electronic detection and overall protective-loop circuit supervision between the control 
panel and each initiating zone of the security system through installation of double circuitry or end-of-line resistor 
(EOLR) supervision. These methods allow the alarm system to detect an intentional or accidental short on any 
part of the normally closed circuit loop (the wiring between the detection devices and the master control panel), 
which would render the system inoperable or incapable of detecting a change of state during an intrusion in which 
a shorted condition occurs without circuit supervision. On wireless systems, tampered covers and system check
in timers should be enabled and programmed to immediately annunciate if trouble is detected. 

For high-security accounts, EOLRs can be built into contacts by the component manufacturer. In addition, for 
high-risk targets, the contractor should use high-security contacts, such as biased or balanced switches (the 
terms "contact" and "switch" are interchangeable). Such switches can detect when magnetic contacts are 
attacked via equipment substitution or use of secondary magnets. 
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Annunciators. Annunciators, audible and otherwise, communicate the alarm condition. Their main physical 
vulnerability is to excess voltage and attack, which is discussed later. 

Common attacks. Key to designing an alarm system that works is understanding how it can be attacked and 
defeated. A criminal can use several tactics, ranging from simple to sophisticated, to disable alarms: attackers cut 
phone lines to eliminate alarm transmission; they short out the protective-loop circuits; or they remove or smash 
the control panel before it has the ability to fully function as intended. There are ways to defend against each type 
of attack. 

Cutting phone lines. Almost all present-day security system control panels are equipped with an internal Digital 
Alarm Communicator Transmitter (DACT). DACTs allow the alarm system to communicate with the central 
station via the subscriber's existing telephone lines, notifying the police of the alarm type, the zone affected, and 
other relevant information. 

While this technology has revolutionized the alarm industry, it is passive; it cannot notify the central station of a 
burglary until after the alarm has been activated. Transmission of all alarm events from a DACT requires system 
connection to the existing telephone lines on the premises, and if the telephone lines are cut by the perpetrator 
prior to entering the facility, as they often are, the digital dialer will not function at all, or at least won't be able to 
dial the central station for appropriate response. 

Many small businesses have only one or a few telephone lines, so finding the one that transmits the alarm signal 
is easy. In bigger businesses with dozens of phone lines, criminals can break into company telephone rooms and 
monitor incoming and outgoing signals on the various lines to determine which one carries the alarm signal. In 
some cases, the line that carries the alarm signal is even labeled as such, making it simple for the intruder to 
identify. Alternatively, the perpetrator might simply cut all telephone lines in the meter room. 

To deter these attacks, companies can take a number of steps. First, they should treat phone and meter rooms as 
"mission critical" areas and secure them appropriately. Securing these areas, perhaps with electronic access 
control and incorporating them in the security system zones of detection, is a must. CCTV can he useful but 
should never be the primary means of security because video might not capture tampering. Most importantly, 
anyone working on any system in the phone or meter room should be personally supervised by security 
personnel. 

In addition, companies can have the system poll the telephone line periodically or continuously to see that it is 
operational. Depending on the technology being used, if a change of state occurs, the police or security can be 
dispatched for investigation. Next, a company might consider wireless backup, although wireless likely would not 
be optimal for the primary central station communication system (see box). 

In high-risk applications, alarm systems should always have a backup; the principle is to "protect the protection." 
If the phone line carrying the alarm transmission is cut or equipment is substituted, the backup system can pick up 
detection and remote-station police-response notification, central station alarm services, or response from a 
proprietary central station to the alarm event. 

While various backup systems activate when a line is cut, these products are often far from foolproof For 
example, some backup alarm systems must be close to the master control panel because they must connect to 
it. Some installers place these products near the panel out of convenience. But this proximity makes it easier for 
an intruder to disable the backup before it activates. 

Some cellular backup systems activate 60 seconds after they detect a cut phone line (the lag time is built-in to 
reduce false alarms and needless police response). If a criminal cuts the telephone wire that carries the alarm 
signal, he or she may have time to signal a colleague to disable the backup system before it starts transmitting an 
alarm during this fixed delay In addition, the intruder may even gain an extra minute or so because some alarm 
companies program their systems to dial the central station only if the alarm is sustained for at least that time 
period, again to reduce the volume of false alarms. 

Thus, it is important that the backup unit be kept in a secure location away from the master control panel, if 
possible. Another option is to add a secondary backup communications system away from the master control 
panel to supplement the "primary secondary" form of system backup communication. 
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In one case, a tobacco and candy warehouse with a telephone-line-based alarm transmission system (and no 
backup} was being burglarized repeatedly. The criminals were cutting the phone lines and dismantling the control 
panel so the system would not transmit an alarm or activate locally. The company brought in a consultant (the 
author), who specified two cellular backup alarm transmission systems to solve the problem. 

The two cellular panel transceivers were placed in different parts of the warehouse--both away from the master 
control panel--and both were mounted some 20 feet above the floor. Plus, a second control panel was installed 
away from the main panel. The system was set up so that if any panel or wiring is tampered with or attacked, 
each of the four alarm-transmission mechanisms triggers. Since the system went live, all break-in attempts have 
triggered the alarm and have led the criminals to abort their efforts before taking anything. 

For the main alarm system, additional security to digital dialer communications exists, such as derived-channel 
technology multiplex, dedicated telephone lines, and the Internet, but they all use and rely on phone lines (plus 
the Internet has the added disadvantage of itself being subject to downtime). If these options are used, the 
consultant or end user should ensure that they use "two-way" rather than "one-way" polling. Two-way systems 
regularly poll themselves to look for possible attacks to the line. If a line is cut, this change of state is detected by 
the monitoring company. 

A vulnerability to any form of telephone line security is that until a cut phone line is restored, the central station 
cannot continue to monitor for another alarm condition. In many circumstances, intruders have cut the phone lines 
and broken in after the police responded and left the site. Therefore, the site must be guarded until the phone line 
is restored. 

Excess power. As vendors improve their "cut-line" detection, criminals have increasingly turned toward 
introducing excessive voltage to the alarm system. Typically, an alarm system's internal circuit board connects 
with outside telephone lines. Because most alarm systems are low voltage (normally 12 DC volts}, when 
intruders send no AC volts or more into the telephone line serving the alarm system, they can fry the circuit 
board. 

In fact, all power outputs on an alarm system, such as system keypads, annunciators, and motion detectors, 
should be considered potential access points for employing alarm system circumvention tactics. For example, 
outside strobe lights present a little-known vulnerability. 

Strobe lights are often mounted onto outside audible notification appliances, such as sirens or bells 
(annunciators), because the two will be used and activated in conjunction with each other and are wired in parallel 
with each other. Intruders can easily unscrew light covers to gain access to the assembly where the bell output 
ends. From there, by removing the cover and wrapping tinfoil around it, the intruder can disrupt the flow of voltage 
and create a "dead short" on the circuit when voltage flows during an alarm event. 

Alternatively, the intruder could introduce excessive voltage and amperage to the system circuit. Since alarm 
panels are not designed to accept input voltage to this extreme, the system will typically go down. Some systems 
are designed to go into alarm once the system is shorted, but in most cases, that alarm will soon fail because the 
shorted power supply supports the notification process. 

It is critical to note that tampering with the bell output may disrupt backup alarm transmissions as well. Since most 
bell outputs are electronically linked to secondary communication methods, a nonfunctional bell output will also be 
likely to affect alarm system performance on secondary communication devices. 

The upshot is that if bell outputs (or other system components that act as power outputs, such as keypads) are 
placed outside, they should be well protected with both a tamper switch and an independent thermal breaker that 
will disrupt the path of voltage if the voltage is excessive, a short occurs, or the voltage is flowing toward the 
control panel. 

As with the cut telephone lines, one option is to use a backup system that does not rely on phone lines, such as 
cellular transmission. While these backups can work well, they again come with caveats. As mentioned 
previously, backup alarms are often placed next to the master control panel. Working in short order, an intruder 
can fry the circuit board, disable the backup system, or do both. 
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Another issue is that many backup products were designed primarily for cases in which phone lines are cut. Many 
cellular-backup systems, for example, only start transmitting signals when the phone line is cut or appears to have 
been cut. The control panel identifies the cut line through a line-fault monitor and activates the signal. But if the 
control panel and cellular transceiver have been destroyed, nothing will trigger the switchover to cellular 
transmission for ultimate police notification and response. 

To counter this threat, the control panel should be located in a well-protected part of the facility and mounted 
where it is not accessible, such as behind a wall, high up on a wall, or under the roof. For higher security 
applications, redundant central station backup protection should be considered using multiple technologies, 
installed in different areas of the premises, all linked together in case of alarm or attack. 

Physical attacks. The easiest way to attack an alarm system is through brute force--smash the control panel or 
rip it off the wall. A surprisingly large number of companies make this task easy to accomplish by making the 
control panel accessible. As with the other modes of attack, it is critical to locate the control panel where it is 
difficult to get to. Backup panels are another good option. 

System programming. Alarm systems must be programmed correctly to be of any use. Today's consultants and 
installers face a dizzying variety of system programming options from vendors. Whichever programming is 
selected, it must be set up properly. 

One often overlooked programming vulnerability, for example, is the default-factory, installer, and dealer codes 
that provide access into system features and operation. Default settings can easily be identified by unauthorized 
users, so they should be changed immediately. 

Maintenance/testing. An alarm system is also useless if it does not function as intended in an emergency. To 
make sure that this does not happen, system testing, maintenance, and inspection must be performed before 
system completion and routinely thereafter. 

Complete testing should be performed when the project is completed, and follow-up maintenance and inspection 
should occur every six months to a year afterwards, depending on the size and nature of the facility. The 
technician has a much greater role than ensuring that the system physically works; he or she should make sure 
that the system is adequate in the context of its environment. In other words, he or she should conduct an 
exhaustive survey of how the system is actually used and determine whether it is up to the task. 

The best security system is only as functional as the initial and continuing training provided during the turnkey 
phase of the project and during the lifetime of the system. Policies and procedures must be in place for those who 
must operate the premises security system. In addition, security codes and pass codes for system administration 
and control should be changed as privy employees leave the company. 

Ultimately, creating an effective alarm system requires good design and installation based on a knowledge of the 
system itself and the attack methods and circumvention techniques that might be applied against it. Recurring 
maintenance and testing are also critical. Those who focus on addressing these factors will get the best results for 
the facilities they protect. 

RELATED ARTICLE: Why Not Cellular? 

Cellular is usually considered a backup technology, but it can be used as a primary transmission method. As 
such, it is best employed in areas where no phone lines are available. 

Phone-line transmission is still the industry preference and standard, however. That's largely due to the higher 
cost of transmitting cellular data. In addition, not all cellular transceivers can report complete digital control panel 
data and thus, only general alarm and trouble signals are transmitted to the central station. 
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